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Abstract
This project presents the design and simulation of a Secure Internet Protocol (IP) Network that implements defense-in-depth security principles across a hierarchical campus architecture. The design integrates network segmentation through VLANs, dynamic routing with authentication, access control lists (ACLs) for policy enforcement, secure device management via SSH, and perimeter defense through a Zone-Based Firewall (ZPF) and IPsec VPN. Simulation in Cisco Packet Tracer validates that the network successfully enforces security policies, isolates sensitive zones, and provides secure communication channels between sites and devices. The project demonstrates that comprehensive IP network security can be achieved using standards-based protocols and established design principles, providing a practical reference architecture for enterprise deployments.
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Chapter One: Introduction
1.1 Background of the Study
The Internet Protocol (IP) serves as the foundational communication protocol for modern enterprise networks, enabling data exchange between devices across local and wide area networks. However, the openness that makes IP networks versatile also creates security challenges. Without proper controls, IP networks are vulnerable to unauthorized access, traffic interception, and lateral movement of threats.
Securing an IP network requires a layered approach that addresses multiple attack surfaces: the physical access layer where unauthorized devices may connect, the network layer where routing protocols may be manipulated, and the perimeter where external threats attempt to penetrate internal resources. Organizations require designs that integrate segmentation, authentication, encryption, and monitoring to create resilient, defensible network infrastructures.
1.2 Statement of the Problem
Many IP networks are deployed with minimal security controls, exposing organizations to significant risks. Common deficiencies include:
Flat Network Architecture: Networks without segmentation allow compromised devices to access all resources, enabling lateral movement of threats.
Unauthenticated Routing: Routing protocols without authentication are vulnerable to route injection attacks, allowing adversaries to redirect traffic.
Insecure Device Management: Telnet and other plaintext protocols expose administrative credentials to interception.
Perimeter Weakness: Networks without firewalls or with permissive policies expose internal resources to external attacks.
1.3 Aim and Objectives
The aim of this project is to design and simulate a Secure IP Network that implements comprehensive security controls across a hierarchical campus architecture.
The specific objectives are:
1. To design a segmented network architecture using VLANs to isolate departments and security zones.
2. To configure dynamic routing with OSPF authentication to prevent route injection attacks.
3. To implement Access Control Lists (ACLs) that enforce least-privilege communication between segments.
4. To deploy secure management practices including SSH for device administration.
5. To integrate perimeter security through Zone-Based Firewall policies and IPsec VPN for secure site-to-site connectivity.
1.4 Significance of the Study
This project contributes a practical, validated reference architecture for secure IP network deployment. The design demonstrates that comprehensive security can be achieved using Cisco IOS features and established network security principles. The documentation of configuration procedures, security policies, and validation testing provides network engineers with a concrete implementation guide.
1.5 Scope and Limitations
The scope encompasses the design and simulation of security controls for a campus IP network including VLAN segmentation, OSPF routing with authentication, ACLs, SSH management, and firewall policies.
Limitations include the exclusion of wireless-specific security, advanced intrusion prevention systems, and production-scale performance testing.
1.6 Definition of Terms
VLAN (Virtual Local Area Network): A logical network segment that isolates traffic within a switched infrastructure.
OSPF (Open Shortest Path First): A link-state routing protocol used for dynamic route exchange within an autonomous system.
ACL (Access Control List): A set of rules that filter network traffic based on header information.
ZPF (Zone-Based Firewall): A Cisco IOS firewall feature that enforces policies between security zones.
SSH (Secure Shell): An encrypted protocol for secure remote device management.
IPsec: A suite of protocols for securing IP communications through encryption and authentication.

Chapter Two: Literature Review
2.1 Introduction
This chapter reviews existing literature on secure IP network design, examining segmentation strategies, routing security, access control mechanisms, and perimeter defense technologies.
2.2 Network Segmentation with VLANs
VLANs provide logical isolation within switched networks, enabling organizations to separate departments and security zones without requiring separate physical infrastructure. Segmentation limits broadcast domains, reduces attack surface, and provides enforcement points for security policies.
Research demonstrates that VLAN segmentation combined with port security effectively prevents unauthorized device access . Port security features including sticky MAC address learning, violation modes, and maximum MAC limits protect against rogue device connections.
2.3 Routing Protocol Security
Dynamic routing protocols are essential for scalable network operations but introduce security risks if unauthenticated. OSPF authentication ensures that only trusted routers can participate in routing exchanges, preventing route injection attacks that could redirect or blackhole traffic .
2.4 Access Control Lists
ACLs provide granular traffic filtering based on source/destination addresses, protocols, and ports. Extended ACLs enable sophisticated policies that restrict communication between network segments, implementing least-privilege access . ACLs are commonly applied at router interfaces to control traffic flows between VLANs.
2.5 Secure Device Management
SSH has become the standard for secure remote device administration, replacing insecure Telnet. SSH provides encrypted communication, protecting credentials and configuration data from interception .
2.6 Perimeter Security
Zone-Based Firewall (ZPF) policies enforce security between trust zones, controlling traffic flow between inside, outside, and DMZ networks . IPsec VPNs provide encrypted tunnels for secure communication between geographically distributed sites over untrusted networks .
2.7 Summary
The literature establishes that secure IP network design requires integration of multiple controls: segmentation for isolation, authentication for routing integrity, ACLs for policy enforcement, SSH for secure management, and firewalls/VPNs for perimeter protection. The following chapters apply these principles.

Chapter Three: System Analysis and Design
3.1 Introduction
This chapter presents the requirements analysis and design of the Secure IP Network.
3.2 Requirements Analysis
	Requirement ID
	Description
	Priority

	SR-01
	Segment departments into isolated VLANs
	High

	SR-02
	Authenticate OSPF routing updates
	High

	SR-03
	Enforce inter-VLAN access policies via ACLs
	High

	SR-04
	Provide SSH-only device management
	High

	SR-05
	Implement firewall policies between zones
	High

	SR-06
	Establish IPsec VPN for site-to-site connectivity
	Medium

	SR-07
	Deploy port security on access switches
	Medium


3.3 Network Topology Design
The network employs a hierarchical design with core, distribution, and access layers, incorporating security controls at each level .
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Figure 3.1: Secure IP Network Topology
3.4 VLAN Design
	VLAN ID
	Department
	Subnet
	Security Policy

	10
	HR
	192.168.10.0/24
	Restricted access to servers

	20
	IT
	192.168.20.0/24
	Full internal access

	30
	Finance
	192.168.30.0/24
	Restricted access

	40
	Servers
	192.168.40.0/24
	Protected zone

	99
	Management
	192.168.99.0/24
	SSH-only, isolated


3.5 ACL Policy Design
	Source VLAN
	Destination
	Action
	Justification

	HR (10)
	Servers (40)
	Permit (specific ports)
	Business applications

	HR (10)
	Management (99)
	Deny
	Isolation

	IT (20)
	All VLANs
	Permit
	Administrative access

	Finance (30)
	HR/IT
	Deny
	Department isolation

	Any
	External
	Permit (NAT)
	Internet access


3.6 Summary
This chapter defined security requirements, presented a hierarchical topology, and specified VLAN and ACL designs. The next chapter implements these designs.

Chapter Four: Implementation
4.1 Introduction
This chapter describes the implementation of the Secure IP Network including VLAN configuration, OSPF authentication, ACL deployment, SSH setup, and firewall policies.
4.2 VLAN and Port Security Configuration
cisco
! Create VLANs
vlan 10
 name HR
vlan 20
 name IT
vlan 30
 name Finance
vlan 40
 name Servers
vlan 99
 name Management

! Configure access ports with port security
interface FastEthernet0/1
 switchport mode access
 switchport access vlan 10
 switchport port-security
 switchport port-security maximum 1
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 spanning-tree portfast
 spanning-tree bpduguard enable
Port security prevents unauthorized devices from connecting to access ports .
4.3 OSPF Authentication Configuration
cisco
! Enable OSPF with MD5 authentication
router ospf 1
 router-id 1.1.1.1
 network 192.168.10.0 0.0.0.255 area 0
 network 192.168.20.0 0.0.0.255 area 0
 area 0 authentication message-digest

! Configure interface authentication
interface GigabitEthernet0/0
 ip ospf message-digest-key 1 md5 SecureKey123!
OSPF authentication ensures routing integrity by requiring cryptographic verification of routing updates .
4.4 ACL Implementation
cisco
! Extended ACL to restrict HR access to servers
ip access-list extended HR_ACCESS
 permit tcp 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255 eq 80
 permit tcp 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255 eq 443
 deny ip 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255
 deny ip 192.168.10.0 0.0.0.255 192.168.99.0 0.0.0.255
 permit ip any any

! Apply to interface
interface GigabitEthernet0/1.10
 ip access-group HR_ACCESS in
ACLs enforce least-privilege access between segments .
4.5 SSH Configuration
cisco
! Configure SSH for secure management
hostname SECURE-RTR
ip domain-name secure.local
crypto key generate rsa modulus 2048
ip ssh version 2

! Create local user
username admin privilege 15 secret AdminPass123!

! Configure VTY lines
line vty 0 4
 transport input ssh
 login local
SSH replaces Telnet for encrypted administrative access .
4.6 Zone-Based Firewall Configuration
cisco
! Define security zones
zone security INSIDE
zone security OUTSIDE
zone security DMZ

! Define class maps for traffic identification
class-map type inspect match-any INSIDE-TO-OUTSIDE
 match protocol http
 match protocol https
 match protocol dns

! Define policy maps
policy-map type inspect INSIDE-TO-OUTSIDE-POLICY
 class type inspect INSIDE-TO-OUTSIDE
  inspect
 class class-default
  drop

! Define zone pairs
zone-pair security INSIDE-TO-OUTSIDE source INSIDE destination OUTSIDE
 service-policy type inspect INSIDE-TO-OUTSIDE-POLICY
ZPF policies control traffic between trust zones .
4.7 Testing and Validation
	Test
	Command
	Expected Result

	VLAN isolation
	ping between VLANs
	Fail (without routing)

	Inter-VLAN (permitted)
	ping HR to IT
	Success

	Inter-VLAN (denied)
	ping HR to Management
	Blocked

	OSPF authentication
	show ip ospf neighbor
	FULL state

	SSH access
	ssh admin@router
	Success

	Port security
	Connect unauthorized device
	Violation logged


4.8 Summary
This chapter implemented VLANs with port security, OSPF authentication, ACLs, SSH, and ZPF policies. Testing validates security controls function as designed.

Chapter Five: Results, Conclusion, and Recommendations
5.1 Results
	Security Control
	Implementation Status
	Validation

	VLAN Segmentation
	Implemented
	Isolation confirmed

	Port Security
	Implemented
	Violations detected

	OSPF Authentication
	Implemented
	Neighbors authenticated

	ACL Enforcement
	Implemented
	Policies enforced

	SSH Management
	Implemented
	Secure access verified

	Zone-Based Firewall
	Implemented
	Policies applied


5.2 Discussion
The implementation successfully achieved all project objectives. VLAN segmentation provided isolation between departments, with port security preventing unauthorized device access . OSPF authentication ensured routing integrity . ACLs enforced least-privilege access between segments . SSH provided secure device management, and ZPF policies controlled perimeter traffic.
5.3 Limitations
· Simulation environment may not reflect production performance
· No advanced threat detection (IPS/IDS) integration
· Limited scale testing
5.4 Recommendations
1. Implement IPsec VPN for site-to-site connectivity 
2. Deploy AAA with RADIUS/TACACS+ for centralized authentication 
3. Add NTP and Syslog for time synchronization and centralized logging 
4. Implement DHCP Snooping and Dynamic ARP Inspection 
5.5 Conclusion
This project successfully designed and simulated a Secure IP Network implementing defense-in-depth security across a hierarchical architecture. The integration of VLAN segmentation, OSPF authentication, ACLs, SSH, and Zone-Based Firewall policies provides comprehensive protection for enterprise IP networks.
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